
EX PARTE OR LATE FILED

--- ~~- ..._~----~_._~-~--

December 1, 1994

William F, Caton
Acting Secretary
Federal Communications Commission
1919 M. Street, N.W. Room 222
Washington, DC 20554

Re: Ex Parte Presentation
CC Docket No,: 93-292 - Toll Fraud

Dear Mr. Caton:

295 North Maple Avenue
Basking Ridge, NJ 07920

RECEIVED

DEC 1 1994

Today, Peter Coulter of AT&T, Marie Breslin and Mary Chacanias both of
Bell Atlantic and I met with Linda Dubroof and Pam Gerr of the FCC Domestic
Facilities Division to discuss several recent well publicized incidents of Toll Fraud;
their root causes, existing methods for detecting toll fraud and possible solutions for
minimizing or eliminating this type of toll fraud in the future, The attached
documents were used to facilitate the discussion.

Two copies of this Notice were submitted to the Secretary of the FCC in
accordance with Section 1. 1206(a)(1) of the Commission's Rules.

Sincerely,

Frank Simone
District Manger
Federal Government Affairs

Attachments

cc: M. Breslin
M. Chacanias
P Coulter
L Dubroof
P. Gerr
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'I1irs CASE IS 32DlG n"VES'I'IGATED BY UNITiD STATES SECRET

SERVICE.

ASSISTAFl' t:N:1T.:D STATES ATI'ORN'EY JOHN N. NASSIJ<AS III xs

HANDLING THIS CASE l'OR Tm: CNIT!D S"l'ATES A'ITORNE'i'S OP"FICE.
I

P'URTBE:R QUESTIONS MAYBI:: DIR!:CTED '1'0 '11m l;. 5. AT'1'O~'s
OFFIC2 AND THE UMI'rED ST~ES SECRET SERViCE, JiASFfINGTOM FInD

OFFFICB AT 2~2-"35-5100.
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Date

Mr.jMs. Name
Title
Co
Add
City, State Zip

Dear Mr./Ms.Name:

The.Toll-Fraud Prevention COmniittee (TFPC) ~'~a;~oiking'com:nuttee 'of the Ne"twork
Operations Forum (NOF), consisting of local exchange carriers, interexcbange carriers, and

. other telecorumunication industIy PartiJantso:. Recently, the lFPC addressed the
vulnerability-an~__ in!egritr of billing data' comme~ci.al# ~edi! ~'card and .telephone C41ling
card numbers)- ~etained 1D Aggregator -Recor9IDgEqwpment (pnvate pay phones,
botel/motel eqwpment, etc). " -

The fraudulent use of calling ~ds is of great concern to the telecommunications industry.
Telephone calling cards are ~~de available expreSsly.for tbe convenient billing of calls.
Tariff restrictions often gov~rn the use of tbe information obtained by validation
customers. Local telephone companies strictly prohibit these customers from retainiog
calling card data for any purpose other than the validation of biping authorization.

Discussions with manufacturers of private paypbones and botel/motel call recording
equipment ba\:,e indicated tbat this .equip'men~in many cases by design retains the calli.ug
card number and the personal Identification numbers (pINs). In some cases this
information is still retained after such data is transmitted for validation and billing
purposes. Data stored in tbe call detail record files of private payphone and botel/motel
Call recording equipment may also be available to equipment owners and technicians.

To provide some assurance that this information will not be compromised, some
eqw£>t:nent manufacturers bave enhanced security by encrypting billin~ records and
reqwring special modems. However, several manufacturers are not encrypting records and
allow the use of standard modems to retrieve billing records.. Therefore, i1 the modem
should be accessed by a "backer", the calling card information and PIN can be obtained
without consent. Even with the encryption of billing data, there is little assurance of
security, and the improper retention of this data is now suspected of leading to a signifiC2.D.t
amount of toll fraud.

Rick Harrison, Moderator • Sally N. Katz, Secretary
i90 W. Mt. Pleasant Avenue • Room 4E231 • Livingston, NJ 07039

Phone 201 740·3558 • FAX 201 740·6929
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Unfortunately, the techniques used by backers to access and downloadbilling informa"tion ~-

tored in private pay phones are now ~)Ublished in detail and made widely available in the
underground press. In addition, retention of call detail record files creates the opportunity
for internal compromise. The TFPC recommends that aggrcJators that use store and
forward technology for alternately billed calls should use pre- validation to prevent toll
fraud, and should not record or retain PINs. Pre-call validation eliminates the necessity to
retain pms in call detail records.

Aggregators utilizing equipment which retains calling card PINs beyond the validation
function should contact their telecommunications equipment manuiacturer to secure
upgrades which will eliminate the need to retain calling card PIN data, and thereby
minimjze the potential for tbe abUse that is now growing in the private paypbone and
hotel/motel markets.

The TFPC also recommends tbat all manufacturers of paypbone equipment and
botel/motel call processing equipment modify the hardware and software of existing
equipment and on future versions to eliminate the capability to retain calling card pms
after validation has been completed.

Changes to the North American Numbering Plan in 1995 offer aconvenient opportunity
for manufacturers to accomplish this task, even for the embedded base of installed
paypbones. It is also appropriate to improve the capabilities of paypbones modems to
withstand. ~ttacks by haCKers, who are ofteI? teehnically.proficient and persistent. Oilier
oppo~ties . for fraud (e.g., reprogrammmg the station for free calls or access to
lOXXXl + or lOXXXOl1 +) present themselves to hackers who have gained unauthorized
access to a paypbone's internal controls. Therefore, vendors and manufacturers should

~!>. proactively develop and iml'lement the capabilities required in tbeir products and services
.·~:o thwart such illegal activitIes. ". .' .

. Ifyou have any questions, or require additional inform~tion, please call me.

Richard P. Harrison
NOF Moderator


